COURSE DESCRIPTION AND APPLICATION INFORMATION

Course Name | Code Semester T+A+L Type (C/ O) Local Credit ECTS
(hour/week)

Disaster MIS 407 Fall-Spring 03+00+00 Elective 3 6

Recovery and

Business

Continuit

Academic Unit:

Management Information Systems

Mode of Delivery:

Face to face

Prerequisites: None
Language of Instruction: English
Level of Course Unit: Undergraduate

Course Coordinator:

Course Objectives:

* Understand the Fundamentals of Disaster Recovery (DR) and Business Continuity Planning
(BCP), » Conduct Risk Assessments and Business Impact Analyses (BIA) ¢ Design Effective
Disaster Recovery Strategies ¢ Apply IT and Cybersecurity Best Practices in Disaster
Recovery e« Test, Evaluate, and Maintain Business Continuity and Disaster Recovery Plans

Course Contents:

Business Continuity Planning, IT and Cybersecurity Best Practices in Disaster Recovery,
Create effective communication strategies for internal and external stakeholders,
Development of mitigation plans for physical security and environmental resilience, incident
response strategies for cyber threats and data breaches.

Learning Outcomes of the Course
Unit (LO):

e 1- Ability to Disaster Recovery concepts and methods

e 2- Understand the underpinnings of the IT risk management and recovery

¢ 3- Knowledge about training, management and organization to better face disasters

e 4- Knowledge about The Role of Public Services in Disaster and Organizations
Providing Services During Disasters

Planned Learning Activities and
Teaching Methods:

Classroom lessons, online lessons, homework, midterm and final exams

WEEKLY SUBJECTS AND RELATED PREPARATIONS

Week Subjects Related Preperation

1 Introduction to Disaster Recovery and
Business Continuity

2 Risk Assessment and Business Impact
Analysis (BIA)

3 Business Continuity Planning (BCP)
Framework

4 Disaster Recovery Planning (DRP)
Essentials

5 IT Infrastructure and Data Backup
Strategies

6 Cybersecurity Threats and Incident
Response

7 Physical and Environmental Risk
Management

8 Crisis Communication and Stakeholder
Management

9 Legal, Compliance, and Regulatory
Considerations

10 Cloud Computing and Disaster Recovery

as a Service (DRaaS)




11 Testing and Maintaining Business
Continuity Plans

12 Case Studies in Disaster Recovery and
Business

13 Emerging Technologies in Business
Continuity

14 Final Project Presentations & Course
Review

At Kadir Has University, a Semester is 14 weeks; The weeks 15 and 16 are reserved for final exams.

REQUIRED AND RECOMMENDED READING

To be provided by the Instructor

OTHER COURSE RESOURCES

ASSESSMENT METHODS AND CRITERIA

Semester Requirements Number Percentage of Grade (%)
Project 1 50

Homework Assignments 2 15

Final Exam 1 35

Total: 4 100
WORKLOAD

Events Count Duration (Hours) Total Workload (hour)
Course Hours 14 3 42

Project 1 70 70

Homework Assigments 2 4 8

Final Exam 1 30 30

Total Workload (hour): 150

1 ECTS = 25 Hours Workload

THE RELATIONSHIP BETWEEN COURSE LEARNING OUTCOMES (LO) AND



PROGRAM QUALIFICATIONS (PQ)

# PQ1 PQ2 PQ3 PQ4

PQ5

PQ6

PQ7

PQ8

PQ9

PQ10

PQ11

LO1

LO2

LO3

LO4

Contribution: 1 Low, 2 Average, 3 High
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